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Pemakims ot «19» uroist 2024 roma
YesaoBus nperocTaBiieHUs CEPBUCOB
1. O6mue mosIoKeHUs

1.1. HacTosrue yciaoBus ONpenesstoT 00NTHii MOPSI0K M 0COOCHHOCTH TIpemocTaBieHus AO
«KorautuBHbIe MamIMHED (Hanee - «KoMmanus» ) mporpaMMHBIX TPOAYKTOB U MHBIX YCITYT.

1.2. Kommanust npegocTaBiasieT A1 U3HYECKUX HIIH IOPUINYECKUX JIMI] Ha BOBME3THOM OCHOBE
NpOrpaMMHBIE CEPBUCHI, HAIIPABICHHbBIE Ha MPEJOTBPAIICHIE U 3alUTy CETEBBIX PECYPCOB OT aTaKk
3HAYUTEIBHOTO YMEHBIICHUS HIIH ycTpaHeHus Tpaduka atak tuna «denial of service» (DoS).
1.3.Komnanus sensiercst opunpanbHbM uiieH3natom [Iporpamver DDOS-GUARD Protection (nanee
[Iporpamma) Ha ocHOBaHMY JHIeH3MOHHOTO JloroBopa Ne27/15 ot 15.01.2022 ¢ mpaBoM mpeaocTaBIeHHS
Tapru(HBIX [UIAHOB €€ NCTIOJIB30BAHUS TPETHUM JIMLAM (C IIPaBOM CYOJIHLIEH3UPOBAHUS).

1.4. Ilporpamma BkItoueHa B ENMUHBIN peecTp pOCCUHCKHUX MPOTPaMM ISl SJIEKTPOHHBIX BHIYHCIUTEIBHBIX
MallvH ¥ 0a3 JaHHKIX - 3auch B peectpe Ne 3665 ot 28.06.2017.

2. 3axouenue qorosopa ¢ Kiimenrom

2.1. Ilpenocrasnenue gocryna K [IporpamMme ocymiecTBiseTcsi HA OCHOBAaHHH OTAEIBHOTO MUCBMEHHOTO
JIOTOBOPA, 3aKITF0YeHHOT0 Mex Ty CTOpOHaMH. YCIIOBHUS TIPEIOCTABICHUsI, pa3Mep OIUIaThl B (hopMa JIoroBOpa
JIoroBopa ompenensercs JlnieHznapom.

2.2. 3auHTEepeCcOBaHHOE JIMIO HAIIPaBJISIeT 3anpoc uepes Gopmy «KoHTaKT ¢ MeHeIKepoM», MOCTIe Yero
CTOpOoHBI BIpaBe OCYIIECTBUTH COINIACOBAHHE M 3aKIIIOYEHHE I0TOBOPA.

2.3. ®dusnyeckoe WK IPUINYECKoe JHII0, 3aKIounBIIee foropop ¢ Kommnanwueii (nanee - Knuenr), Hecet
MpaBa U 00sI3aHHOCTH, MPELyCMOTPEHHBIE 3aKOHOIaTeIbcTBOM Poccuiickoii denepanuu.

3. O0mme XapaKTepUCTHKH CEPBHCOB

3.1. Ilporpamma obecrieunBarOT OYUCTKY ((uipTpanuio) Tpaduka, KOTOpas HaIllpaBICHHA Ha CHUKCHHC
Harpy3KH Ha aTaKyeMbIH pecypc IyTeM BEBISBICHUS U OJIOKMPOBKH BPEIOHOCHOTO Tpaduka 24 daca B CyTKH,
7 nuelt B Heneno, 365 nHel B rony.

3.2. [Iporpamma obecrieurBacT rapaHTUPOBAHHYIO 3alIUTy M PabOTOCHOCOOHOCTh PEeCypcoB (BeO-CalTOB,
CEpBEPOB) KaK OT aTak Ha MepernoIHeHre KaHaIoB nepeaayn AaHHbX (Volumetric), Tak ¥ OT aTak Ha YpOBEHb
MpIIOKEHUH (¢ packpeiTieM TLS-coeqnHEeHMIA), ¢ HCIIONB30BAHIEM CHUCTEM aHanm3a Tpadrka BIUIOTE 10 7-
ro ypoBHsa Mozenu OSI ¢ yueToMm cleayomux napaMeTpoB:

3.2.1. ouncTKy Tpaduka OT BpeAOHOCHO! cocTaBisomei Ha ypoBHe 98% Ha atakax tTuna UDP Flood, ICMP
Flood, SYN Flood (B T.4. u ¢ mogmeno# IP-aapeca), HTTP Flood;

3.2.2. ouncTKy TpaduKa OT BPEJOHOCHON cocTaBisonieid Ha ypoBHe 90% IS OCTANBHBIX THUMOB atak 3-4
yposueit OSI;

3.2.3. BepOATHOCTh OIMOOYHON OJOKMPOBKH JISTHTHMHOTO ITOJB30BATENsI HA YPOBHE NPHIOKCHUH — HE
6onee 2% (IP-agpec neruTUMHOrO IMONIB30BATENsl MPOIYCKAETCS C BEPOSTHOCTBIO 98% Mo mMpomiecTBUU 5
MUHYT C Hadaja aTaku).



3.2.4. TlporpamMa oOecreUMBaeT 3aIUTy OT aTaK HIKCIIEPEUUCIICHHBIX KJIAcCOB (HO HE OrpaHUYUBAsICh

MIePEUYNCIICHHBIMU):

OOBEMHBIE aTaKu

Awmrmmndukanmm

ATtaxu, HampaBJICHHBIC HA
HcUepIiaHie PeCypcoB

[Ipoune araku

. TCP Flood Attacks (SYN/SYN-ACK/ACK/RST/FIN/URG-PSH)
. UDP Flood

. UDP Fragmented Attacks

e ICMP Flood

. Flood-packets by different protocols

AMHHI/I(I)I/IKaLII/I C UCIIOJIb30BAHHUEM ITPOTOKOJIOB:

c TCP

. UDP

. ICMP

. DNS

c SSDP/UPnP

. NTP

. RIPv1

. rpcbind

c SNMP

. SQL RS

c Chargen

. L2TP

e Memcached

. ATaky HEKOPPEKTHBIMH WJIN YCECUCHHBIMU ITaKETaMU

. Ataku (pparMeHTUPOBAHHBIMHU HJIH CETMEHTUPOBAHHBIMH MTAKETAMHU
. (Teardrop, Targa3, Jolt2, Nestea u ap.)

. Ataka TCP makeramMm ¢ HEKOPPEKTHBIM HWACHTH(HHUKATOPOM
CerMeHTa

c Araka nonaensaeiMu TCP ceccusimu

J «Memiennsie» TCP araku

0 Artaka TCP/UDP mnakeramMu ¢ HEKOPPEKTHBIMH METKaMH B IIOJISIX
flag, checksum

0 Artaka TCP/UDP nakeramu ¢ HEKOPPEKTHBIMHA HOMEPAaMH IIOPTOB

. ATaku ¢ UCHoJIb30BaHHEeM bogon aapecoB Ataka ¢ MomuUKaIUeH
nons TOS 3aronoska [P

0 SIP Flood araku

C GRE Flood araxu

c IPSec flood ataxu

. HTTP Flood

3.3. TexHu4Yeckue YCIOBUS IS PA3TUIHBIX TapU(PHBIX IIAHOB MU3JIOKEHBI B pasenax o(QHUIMaIb-HOTO caiTa



paspaborunka https://ddos-guard.net/ru. Bo wn3bexxaHne COMHEHHWH, OTCYTCTBHE TOTO WJIH HHOTO
TEXHUYECKOTO YCIIOBHS YKa3plBaeT Ha TO, YTO JAaHHOE YCJIOBHE HE BXOIUT B OMpENCNICHHBIH Tapud.

4. lonycTUMO€E MCIOJIb30BAHUE

4.1. KimmeHT o0s13yeTcs NEHCTBOBATh B Ipeneiax, ONMpEeAcICHHBIX JOTOBOPOM M HCIIONB30BATh OT/EIHHBIC
TapuQHbIe TUIaHbl [IporpaMMbl HCKITIOYUTENBHO B 3aKOHHBIX LIENSIX, HE JIOMYCKaTh 3JI0yNOTPEOICHNUs, U HU B
Kakoii QopMe He HapyliaTh NpaBa W 3aKOHHBIE HHTepechl Kommanuum w/wimu Tperbux nmn. KimeHT
MOJITBEPIKIACT, UTO HE MMEET YMBICIIA HA pealTu3alui0 NEHCTBUN, KOTOPHIC HAPYIIAIOT JIFOO0H M3 MECTHBIX,
PETHOHANBHBIX, TOCYAAPCTBEHHBIX  WJIM  MEXAYHAPOAHBIX  3aKOHOB, 3aKOHOJATEIbHBIX  aKTOB,
MIOCTAHOBJICHUHN, IPABUII UJIU HOPM.

5. OTBeTCTBEHHOCTDH

5.1. CTOpOHBI HECYT OTBETCTBCHHOCTE B IPEACIax, YCTAHOBJICHHBIX 3aKOHOAATCIILCTBOM U ITpaBUJIaMU,
yCTaHOBJIEHHBIE MyHKTOM 2.4. /loroBopa.

6. UHTe/UIeKTYaIbHASI COOCTBEHHOCTH

6.1. Bce mpaBa m wuHTepechl, Kacarommecs [IporpamMmbl, HAMMEHOBaHWH YCIIyT, CETH M JIIOOBIX HHBIX
TEXHOJIOTHH, B TOM YHCJE TAKUX KaK KOMIIbIOTEPHBIH KO, APyTHe MaTepHuajbl U pe3yibTrarsl padbotr (B TOM
4yycle JOMEHHOE HMsS CEpBEpa, IPOKCHU-CHCTEMA, CHCTEMa MaplIpyTH3aToOpoB U CBUTYEH, IP-cers,
nporpaMmHoe obecriedenue, HHGOpMalus U 3HAHHS) U BCS MHTEIJUIEKTyallbHasi COOCTBEHHOCTD, BCTPOCHHAS
B 3Ty CTPYKTYpPY WJIHM MPOU3BOAHAS OT Hee, OyAeT B IOJIHOW Mepe CUMTaThCs COOCTBEHHOCTBIO pa3padoTUnKa
u e€ nuiensuapoB. Kakue-nnbo npasa 1o HactosieMy JIoroBopy He mepenaroTcs.

6.2. Hu Knnent, Hu 110061 IpyTHe HIa, TEHCTBYIOIINE OT €r0 MMEHH, He MOTYT MOAU(UIINPOBATh,
aJanTHPOBaTh, CyONHIICH3UPOBATE, IIEpEAaBaTh WU IEPEIPOAABATH C IEIBI0 MOTyYCHUS TPHUOBLIH,
PacpoCTpaHsATh WIH CO3aBaTh MPOU3BOAHEBIE Ha OCHOBE [IporpaMmel minn e€ yacTei.

7. KoH(puaeHIMAIBLHOCTH CBEAeHUil

7.1. Komnanus u KimeHT npuHUMAlOT Ha ce0s 00s3aTeNbCTBO XPaHUTh B PeXHMe KOH(UICHIIMATBHOCTH
mMoOyI0 HH(POPMAITHIO, KOTOPO 0OMEHUBAIOTCS MEXIy COOOH B paMKaxX HCIONHEHUS YCIOBUH HACTOSIIETO
Horosopa.

7.2. Konpuaennuanbaas HHGOPMAITUS ITOAPa3yMEBaET JI00YI0 HHPOPMAITHIO, PACKPBITYIO OTHON W3 CTOPOH
JoroBopa (masee mo TekcTy «mpuHuUMarommas CTopoHay) MoxydyaeT oT Ipyroi cTopoHs! JJoroBopa (mgaiee mo
TEKCTY «packpbiBatomas CTOpoHa») B XO/€ IMEPETrOBOPOB WM HAa MPOTSDKEHUHM BCETO CPOKa JICHCTBHS
HacTosero Jloropopa, kotopast He sSBIsieTCs 00IIeIOCTYITHOM U, K KOTOpOi packphiBaromas CTOpoHa MOXKET
MPENOCTAaBUTH JOCTYII I TpuHUMaromieii CTOpoHbI

7.3. CropoHBl OO0SBYIOTCS TPWHUMATh BCE pa3yMHbIE Mepbl s OTPAaHUYEHHUS  PACKPBITHS
KoH(pUaeHIMaTpHON MH(pOPMAIK B TE€UCHHNE BCETO CpOKa AeicTBHA Hactosmiero JloroBopa, a B ciry4ae ero
pacTop)keHHs1 — B TeueHHe 3 (TpeX) JIET ¢ MOMEHTA MOY4YeHHUs TaKoH HH()OpMALIUH.

7.4. CropoHBl HE HECYT OTBETCTBCHHOCTh 3a pPACKPBITHEC WM HCIOIB30BaHHE KOH(MUACHIIHATBHOM
UHOpMAIHH, TPEJOCTaBICHHON Apyroii CTOPOHOH, B CiTydae eCiii YIOMSHYTas HH(POPMAIHsL:

7.4.1. SBISETCS WIW CTAHOBHUTCS OOIIEAOCTYIMHOW B JIFOOOE BpeMs W3 JIFOOOTO WCTOYHWKA, KOTOPBIA HE
SBIISICTCS pacKpbIBatoieid CTOPOHOM UK SBISETCS, B TF000H MOMEHT BPEMEHH, IMOTyICHHOW TPUHUMAIOIICH
CropoHOii aOCONOTHO HE3aBUCHMO OT PAacKpbITHSA 000 TOHOO0HON WHGOpMaUK pacKphIBArOIICH
CtopoHoii;

7.4.2. packpsiBaeTcs 10 TpeOOBAaHUIO YIIOTHOMOYEHHBIX OPTaHOB TOCYIapCTBEHHOM BIACTH WM B CyIeOHOM
MopsiaKe, K KoropoMy npuHEMatomas CTopoHa IMeeT HEMOCPECTBEHHOE OTHOIIIEHHE.

7.4.3. packpbiBatommas CTOpoHa peoCTaBuIIa IMCbMEHHOE Pa3pelieHne Ha PaCKpPBITHE KOH(DUICHINATBHON
UHQOpMAIIHH.



7.5. Kaxxgas CropoHa 00s13yeTcs B MMCbMEHHOM BHJI€ B KpaTdaiimii CpOK C MOMEHTa, Kak ei cTao 00 3ToM
U3BECTHO, YBEAOMHTH Jpyryio CTOpPOHy O JI000M pAacKpbITHH, HEIPaBOMEPHOM IIPUCBOCHUHM WU
3710ynoTpebiaeHny KoH(puAeHaTbHON nHpOpMAaIHeH.

7.6. Cropona, packpbiBIas KOH(OHICHIHAIbHYI0 WH(GOPMAIHMIO B HAPYIIEHWE YCIOBHH HACTOSIIETO
JloroBopa, HeCeT OTBETCTBEHHOCTb 3a €€ PACKPBITHE B COOTBETCTBHH C AEHCTBYIOIIUM 3aKOHOJATEILCTBOM.

7.7. Obs13aTenBCTBA IO COXPAHCHHIO peKUMa KOH(PHICHITHATFHOCTH HE TEPSIOT CBOIO CHITY H ITOCTIE
MpeKpalIeHUs ACUCTBUS HAcTOAIIEero /loroBopa U TOMKHEI HCTTOMHAThCSE CTOpOHaMHU B TeueHHe 3 (Tpex) JeT
C MOMEHTa IOJTyYeHUsI TaKo KOH(DUICHIIMATHHONH HHPOPMAITUH.

8. lleiicTBMA ycJIOBUH
8.1. HacTosmue ycioBus AEWCTBYIOT C IaThl HX MyOJUKAIIMK U 10 MOMEHTa 0T3bIBa nX Kommnanuei.

8.2. KoMmnanus BrpaBe M3MEHHUTh WIIM OTO3BATh HACTOSIIUE YCIOBUS O€3 MPEIBAPUTEIIBHOTO YBEIOMIICHHS.
HoBast penakuus yciaoBuii OyieT AeHCTBOBATH C JIAThI €€ IMyOJIMKaIUH,



